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ks Global Startup Heat Map:

1036 Military Technology
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This Global Startup Heat Map illustrates the geographical distribution of 1036 startups & emerging companies we analyzed for this topic. Data from November 2021.
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Artificial Intelligence (Al) in Military Market Trends

6.3
C——

CAG p The Al in military market is projectedto grow from USD 6.3 billion in
ST 2020 to USD 116 billion by 2025, at a CAGR of 13.1% from 2020 to

13.1 % 202s.

Market growth in North

America can be attributedto

increased military spending @U The growth of this market can be R Acquisitions andproduct

and modernization, which % attributed to continuous R&D | launches offer lucrative

includes the procurement of : activitiesto develop advanced : opportunities for market players

ISR equipment, advancement Artificial Intelligence for various during the forecast period.

is cybersecurity andthe dgefence applications.

upgradation of legacy

equipment. ® Thewarfare platform segment is Growthof the alrborne segment
ﬁﬂ estimated toaccount for the largest @ canbe attributed to the increased

sharein 2020, owingto increased procurement of aircraft from Asia
installation of these systemsin Pacific and North America.
vanous platforms.
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Wide Field Cameras ~ \|" (| | &/ - /  Face Recognition

Tactical Sensors

Shaped Explosive
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| Killer drones that autonomously identify and fire weapons at
targets are “terrifyingly easy” to make, experts have warned.
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U.S. sending lethal mini-drones to Ukraine

The Switchblade is a single-use drone that can be carried in a
backpack and used to strike targets by crashing into them

Explosive: Similar in size to Claymore
mine and designed to take out
infantry and artillery targets

Twin tailplane
2 o

Unit cost: $6,000

”szftchblade 300 ioﬁ

Propeller

Weight 2.5kg Aerial
: Length 60cm
Backpackable .
= Speed*  100km/h View
finder
, }ange 10km | over:
Wings: )‘.ﬂ :ndyrance 15 mins Protf?g:ﬁ
Unfold : G180 sunlight
upon b
launch v

Handheld controiler: Drone sends X '
live colour video to control unit. -
Upon identifying target, decision
to kill is made at level of platoon
commander or soldier

Sources: AeraVironment, Army Recognition, Business Insider @ GRAPHIC NEWS
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WHERE CAN ARTIFICIAL INTELLIGENCE
USE IN DEFENSE?

TRAINING ‘
Simulation and training SURVEILLANCE

utilize systems and models Al and computer vision assist

by using software )/ us with target identification
engineering principles. ‘ and classification with
robotic MPs, and they

I/ can provide alert
v notifications as well.
L]
. .4
AMMUNITION
Artificial Intelligence

Embedded Technology is at ﬁ 1“ YBER SECURITY

ARMS &

the core of the new i S
Machine learning can help

generation of weapons. 5" g :
; l defense establishments
. detect and prevent

unauthorized involvement.

LOGISTICS —

Machine learning, geospatial

analysis, and military DATA INTEGRATION

logistics can reduce errors, Defense Artificial
time, and effort Intelligence can collect
significantly. sensor and satellite data and
submit and remove
conclusions

O
MILITARY ROBOT

Military robots can conduct
operations without the aid of
soldiers in an accurate and

B LU E AI compact manner.
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APPLICATIONS OF Al Z stefanini

IN CYBERSECURITY GROUP

2. PHISHING DETECTION
1. PASSWORD PROTECTION & PREVENTION CONTROL

& AUTHENTICATION Al & ML can be used

Al is helping developers to detect, track,

make biometric r.1 react to & resolve
authentication even

phishing issues
(———— )
more accurate. m much more quickly
than humans can.

. NETWORK SECURITY
. VULNERABILITY Al is expediting

MANAGEMENT A~ the creation of o-'? ”o

Systems based on Al security policies

& ML are proactive ’ & det(—?rmi.ning.

instead of reactive. organizations
network
topographies.

. BEHAVIORAL ANALYTICS

ML algorithms can learn & create a
pattern of a user’s behavior.
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Analyzing & Processing
ToT data to make intelligent
decisions
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Intelligence
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Area Deniol Autonomous Explosive Ordnance Medivac
Vehicle Sensor Vehicle Disposal Vehicle Vehicle

e battery — up to 50km range.

ly — autonomous system package

uration — capable of attaching
cles together for increased load
to 500kg.
ration — can operate at convoy speeds

or be transportable on the back of current military
vehicles/trail

u | hardware interface - for individual BAE SYSTEMS

INSPIRED WORK
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Drones arms race underway
State-owned Aviation Industry Corp. of China (AVIC) is exporting combat
drones to conflict zones around the world, drawing accusations
that it is fuelling an arms race

Wing Loong: “Pterodactyl” Length: 11 metres

is medium-altitude, Max speed: 370km/h
ng-endurance unmanned  Max altitude:  9,000m
ﬁjz aerial vehicle (UAV) Endurance: 20 hours

Satellite antenna in dome /Z_/—l

[C A=t —
-

Turbocharged engineT

l | drives three-bladed prop
Electro-optical payload poc': Weanpons: Laser-guided bombs or
Daylight, infrared cameras, s- 1 =01 iz=ies with total weight of 480kg

China drone sales (2010-2C
Saudi Arabig =Y 4\ 2) I\ |

A
“‘—.I-—“-II_-‘.-!.V——

United Arab Bt e A 40 ’

12 Sep 2016-Mar 2021:
4 Saudi-led coalition
’12 Indonesia -ﬂ' loses 22 drones, shot

down by Houthi forces

Algeria pﬂ Jordan m. VoL Yorhon
T3 10 Uzbekistan [IIIED
—’ Aug 2019-Feb 2021:

'10 Turkmenistan -l' UAE loses 10 Wing

Kazakhstan Loongs, shot down over
—’9 g Libya while supporting

| Serbia__[&) Laos EA) warlord Khalifa Haftar
Sources: Bloomberg, Drone Wars UK, The Aviationist © GRAPHIC NEWS
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Killer War Robots Have Low Support Globally

% that somewhat or strongly oppose lethal autonomous weapons systems in war, by country’

South Korea <e: ' |, 7%
Germany = |, 72%
spain 2 |, G5
Mexico™ Il | N 4%
Average [ 6 1 %
China [ [, 0%
France Il I |, o %
tealy I |, 556
United Kingdom i |, 5%
United States 25 |, 5
Japan e | I, 5%
Brazil KE3 |, /%

* Survey conducted between November 26 to December 7, 2018, using the IPSOS Online Panel
system with 18,795 adults across 26 countries.
* The sample size for all countries was about 1,000. For Mexico, the sample size was about 500

©@O®E

@statistaCharts Sources: Campaign to Stop Killer Robots, IPSOS MORI StatiSta 5
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Multi-purpose UGV | Hybrid Armored Vehicle Unmanned Combat Vehicle

- Weight: 2ton - Weight: 8ton - Weight: Ston

- Power Unit : HEV - Power Unit : HEV - Power Unit : HEV

- Drive : 6x6/In-Wheel - Drive : 6x6/In-Wheel - Drive : 6x6/In-hub

- Max Speed : S0km/h - Max Speed : 100km/h - Max Speed : 60km/h
Surwillance robot FOD robot

- Weight: 30kg - Weight: 100kg - Weight: Iton

- Power Unit : EV - Power Unit : EV - Power Unit : EV

- Drive : Track/Flippers - Drive : Track/Flippers - Drive : 6x6/In-hull

- Max Speed : 12km/h - Max Speed : 12km/h - Max Speed : 20km/h

Figure 2. Various unmanned system with anti-tampering applied
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